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Purpose Statement

This document provides an overview of the capabilities enabled by the cross-cloud direct interconnection between
Oracle Cloud Infrastructure and Microsoft Azure Interconnect. It’s solely intended to help you assess the business
benefits of migrating workloads to Oracle Cloud Infrastructure and plan your IT projects.

Disclaimer

This document in any form, software or printed matter, contains proprietary information that is the exclusive property
of Oracle. Your access to and use of this confidential material is subject to the terms and conditions of your Oracle
software license and service agreement, which has been executed and with which you agree to comply. This
document and information contained herein may not be disclosed, copied, reproduced or distributed to anyone
outside Oracle without prior written consent of Oracle. This document is not part of your license agreement nor can it
be incorporated into any contractual agreement with Oracle or its subsidiaries or affiliates.

This document is for informational purposes only and is intended solely to assist you in planning for the
implementation and upgrade of the product features described. It is not a commitment to deliver any material, code,
or functionality, and should not be relied upon in making purchasing decisions. The development, release, and timing
of any features or functionality described in this document remains at the sole discretion of Oracle. Due to the nature
of the product architecture, it may not be possible to safely include all features described in this document without
risking significant destabilization of the code.

Revision History

The following revisions have been made to this document since its initial publication.

February 2022 Updated template, copy-edited text

September 2020 Initial publication
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Introduction

The partnership between Oracle and Microsoft provides cloud interoperability that enables customers to distribute
mission-critical enterprise workloads between the two cloud providers. This interoperability provides many
opportunities for customers to deploy their applications across Oracle Cloud Infrastructure (OClI) and Microsoft Azure
simultaneously. A highly redundant, low-latency, high-bandwidth private connection provides a cross-cloud direct
interconnection between OCl and Azure in various regions across the globe. This interconnection is achieved by
connecting OCI FastConnect directly with Azure ExpressRoute without an intermediary network provider.

In a hub-and-spoke model, the hub is a virtual network that serves as a central location for managing external
connectivity either to on-premises resources or other cloud vendors. The spokes are virtual networks that host
applications and provide connectivity through a central hub by way of local peering gateways. Traffic passing through
the hub can be routed, inspected, and centrally managed according to rules and processes.

Companies are increasingly using the concept of transit routing to isolate and compartmentalize their resources into
dedicated spoke virtual networks. This configuration makes it easy to comply with governance and security guidelines
because each spoke might have access to different levels of services and access controls.

A dynamic routing gateway (DRG) on OCI has a one-to-one relationship with a virtual network gateway (VNet
gateway) on Azure. If a customer is managing multiple virtual cloud networks (VCNs) in OCl, then the only way to
connect all the VCNs to Azure is to deploy multiple interconnects to establish the application connectivity between
Azure and OCI. This setup soon becomes expensive and hard to manage. With transit routing, however, instead of
multiple VCNs being managed separately, you can architect them in a hub-and-spoke topology. This topology
provides a single source of connection to Azure.

This document describes how to distribute a typical application workload in OCl in a hub-and-spoke topology and
how to access it from Azure through the private interconnect.

Solution Summary

The example in this document uses an Oracle Autonomous Database that runs on shared Oracle Exadata
infrastructure. The database resides in the private subnet of a spoke VCN and is accessed from Azure over a private
interconnect using the private IP endpoint of the database. The connectivity to the spoke VCN is established by
enabling local peering between the hub and spoke VCN.

The hub VCN in OCl is connected to Azure through a private interconnect that uses ExpressRoute and FastConnect.
The traffic between OCl and Azure is directed by a DRG on OCl and a VNet gateway on Azure.

You can provision a bastion server in the public subnet of the hub VCN to connect to other sources that are deployed
in the spoke VCN. Also, you can deploy more application servers in the public subnet of a spoke VCN that need
connectivity to the database.

The setup is highly scalable. You can create more spoke VCNs later and connect to Azure through the hub VCN, using
the existing private interconnect. Figure 1 illustrates this hub-and-spoke setup.
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Figure 1: Example Hub-and-Spoke Topology Between Oracle Cloud Infrastructure and Microsoft Azure

Prerequisites and Considerations

Before you start to create resources, note the following prerequisites and considerations:

e Select the region for the setup carefully. OCl and Azure provide the private interconnect facility for various
regions across the globe, and the list is always growing. Select a region that offers the option of connecting
OCl and Azure through the private interconnect. For a complete list of regions that support this connection,

see Access to Microsoft Azure.

e Carefully plan your network and always use nonoverlapping CIDR blocks across OCl and Azure.

e Identify a pair of /30 CIDR blocks for the border gateway protocol (BGP) IP addresses to use for the two

redundant BGP sessions between Oracle and Azure.

e Because you can add spoke VCNs after the initial setup, when the demand grows to host more resources, the
configuration can become complex to manage and troubleshoot. Plan for future growth.

Deploying the Topology

This section provides the detailed steps for setting up a hub-and-spoke topology in OCI and accessing it from Azure

through the private interconnect.

Step 1: Set Up the Hub VCN

The first step is to create and configure a hub VCN. The hub VCN is connected to a spoke VCN in OCl and to Azure

through the private interconnect.

Select a region where the interconnect is offered. This example uses the Japan East region. For a complete list of

connected regions, see Access to Microsoft Azure.

Japan East (Tokyo) v

All systems of
View health dasht

Figure 2: Select a Region for the Interconnect
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In the Oracle Cloud Console navigation menu, select Networking and then click Virtual Cloud Networks.

Click Create VCN.

Enter a name for the VCN, such as Hub_VCN, and specify the compartment to create it in, such as

TransitRouting.

Specify a CIDR address block for the hub VCN, ensuring that it doesn’t overlap with the spoke VCN or the

Azure VNet.

Create a Virtual Cloud Network Help

HAME

Hub_VCN

CREATE IN COMPARTMENT

TransitRouting v

intoracleeli (root)TransitRouting

CIDR BLOCK

[ 10.115.1.0/24 I

Example: 10.0.0.0/16
If you plan fo peer this VCN with another VCN, the VCNs must not have overlapping CIDRs. Learn more.

DNS RESOLUTION

USE DNS HOSTHAMES IN THIS VCN
Required for instance hostname assignment if you plan to use VCN DNS or a third-party DNS. This choice cannot be changed after the VCN is created.
Learn maore.

DNS LABEL

Only letiers and numbers, starfing with a letter. 15 characlers max.

DNS DOMAIN NAME READ-ONLY

2z show Advanced Options

Create VCN Cancel

Figure 3: Create the Hub VCN

Click Create VCN.
Create alocal peering gateway, such as HubLPG, for the hub VCN.

This gateway connects the hub VCN with the spoke VCN. For instructions, see To create a local peering

gateway.

Create Local Peering Gateway H

D

lp Cancel

NAME

HubLPG

CREATE IN COMPARTMENT

TransitRouting v

intoracleeli {root)yTransifRouting

o
o

Create Local Peering Gateway [Jile=)les]

Figure 4: Create the Local Peering Gateway for the Hub VCN

o> Show Advanced Options
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7. Create an internet gateway, such as HublGW, for the hub VCN.

-

An internet gateway is required only if you're planning to use a bastion server that needs accessibility from

the internet. For instructions, see To set up an internet gateway.

Create Internet Gateway Help Cancel

NAME

HublGW

CREATE IN COMPARTMENT

TransitRouting v

intoracleeli {rootyTransitRouting

Tagging is a metadata system that allows you to organize and track resources within your
tenancy. Tags are composed of keys and values that can be attached to resources.

Learn more about tagging

TAG NAMESPACE TAG KEY VALUE

MNone (add a free-fo... 2 X

+ Additional Tag

Create Intemet Gateway [Jie=lile]

Figure 5: Create an Internet Gateway for the Hub VCN

8. Create a DRG, such as AzureDRG, for the hub VCN.

In a later step, you attach it to FastConnect to provide connectivity to Azure. For instructions, see Creating a

DRG.

Create Dynamic

‘I
N
=

Routing Gateway

CREATE IN COMPARTMENT

TransitRouting &

intoracleeli (root)TransilRouting

NAME

AzureDRG

Tagging is a metadata system that allows you to
organize and track resources within your tenancy. Tags
are composed of keys and values that can be attached
1o resources.

Leam more about tagging

TAG NAMESPACE TAG KEY VALUE

None (a... 2 X

+ Additional Tag

Create Dynamic Routing Gateway [ENeENIe:]

Figure 6: Create a DRG for the Hub VCN
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9. Attach the DRG to the hub VCN.

In general, a VCN can be attached to only one DRG at a time, and a DRG can be attached to only one VCN at a
time. For instructions, see Attaching a VCN to a DRG.

AzureDRG
Edit Add Tags Move Resource

Dynamic Routing Gateway Information Tags

OCID: _ 2520zibnba Show Copy Oracle Redundancy Status: —

Created: Mon, Jun 15, 2020, 2:37:54 PM UTC

Virtual Cloud Networks

l l

Name Lifecycle State CIDR Block Attachment State Attachment Route Table

Hub_VCN @ Available 10.115.1.0/24 @ Attached —
Figure 7: Attach the DRG to the Hub VCN

10. Modify the default route table for the hub VCN by creating the following route rules. For instructions, see To
update rules in an existing route table.

o Create a route rule of the target type DRGs that points the DRG that you created, which allows the route
to the Azure CIDR.

o Create a route rule of the target type local peering gateway (LPG) that points to the local peering gateway
that you created, which allows the traffic route to the spoke VCN.

o If you created an internet gateway, create a route rule of the target type internet gateway that points to it,
which allows traffic to the public internet.

Default Route Table for Hub_VCN
Move Resource Add Tags
Route Table Information Tags

OCID: _{jmSra Show Copy Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 14:26:43 UTC

Route Rules
Destination a | Target Type Target Description
0.0.0.0/0 Internet Gateway HublGW
172.169.0.0/16 Dynamic Routing Gateways AzureDRG
192.168.1.0/24 Local Peering Gateway Hubl PG
0 Selected Showing 3 ltems Page 1

Figure 8: Create Route Rules for the Hub VCN’s Default Route Table
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11. Create a route table, such as HubDRG_RT, that you will attach to the DRG in a later step.

The specified route allows the flow of traffic from Azure to the spoke VCN through the LPG that you created.
For instructions, see To create a route table.

HubDRG_RT
Move Resource Add Tags
Route Table Information Tags
OCID: _ 4swraa Show Copy. Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 14:42:18 UTC

Route Rules

Add Route Rules

Destination a | Target Type Target Description
192.168.1.0/24 Local Peering Gateway HubLPG
0 Selected Showing 1 Item Page 1

Figure 9: Create a Route Table for the DRG

12. Create another route table, such as HubLPG_RT, that you will assign to the LPG in a later step.

This rule allows the flow of traffic from the local peering gateway to the Azure CIDR.

HubLPG_RT
Move Resource Add Tags
Route Table Information Tags
OCID: _qgiggaa Show Copy Compartment: TransitRouting

Created: Mon. Jun 15, 2020, 14:43:39 UTC

Route Rules

Add Route Rules

Destination ~ | Target Type Target Description
172.169.0.016 Dynamic Routing Gateways ~ AzureDRG
0 Selected Showing 1 ltem Page 1

Figure 10: Create a Route Table for the Local Peering Gateway
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13. Modify the default security list for the hub VCN to allow traffic to flow between Azure and the spoke VCN
through the hub VCN.

For this example, traffic is allowed on all protocols, but you can apply more restrictive port and traffic-specific
rules. For instructions, see To update rules in an existing security list.
Default Security List for Hub_VCN
Instance traffic is controlled by firewall rules on each Instance in addition to this Security List
Move Resource | | Add Tags

Security List Information Tags

OCID: .. zqjsva Show Copy ‘Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 14:26:43 UTC

Ingress Rules

Add Ingress Rules

Source Port Destination Port
Stateless v | Source IP Protocol Range Range Type and Code Allows Description
No 0.00.0/0 TP Al 2 TCP traffic f?v ports: 22 SSH
Remote Login Protocol
ICMP traffic for 3, 4 Destinat
ion Unreachable: Fragmentat
No 00000 Icme 3.4 ion Needed and Don't Fragm
ent was Set
No 10.115.1.024 ICMP 3 ICMP traffic for: 3 Destinatio
n Unreachable
No 192.168.1.0/24 All Protocols All traffic for all ports.
No 172.169.0.016 All Protocols All traffic for all ports.
0 Selected Showing 5 ltems Page 1

Figure 11: Create Security List Ingress Rules for the Hub VCN

14. Associate the route table that you created in step 11 (in our example, HubDRG_RT) with the DRG. For
instructions, see To associate a VCN route table with an existing DRG.
Associate Route Table Help Cancel
DYNAMIC ROUTING GATEWAY READ-ONLY

SCET

ROUTE TABELE COMPARTMENT

TransitRouting ~

intoracleeli (root)TransitRouting

ROUTE TABLE

HUbDRG_RT

<>

Important: After you associate a route table, you can't remove it. But you can asseciate a different table or delete the
rules

Figure 12: Associate a Route Table with the DRG
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n

N

15. On the details page for the hub VCN, verify that the route table is attached successfully to the DRG.
Hub_VCN

Move Resource Add Tags

VCN Information Tags

CIDR Block: 10.115.1.0/24 OCID: _tkq5vq Show Copy
Compartment: TransitRouting Default Route Table: Default Route Table for Hub_VCN
Created: Mon, Jun 15, 2020, 14:26:43 UTC DNS Domain Name: hubvcn oracleven com

Dynamic Routing Gateways

Name State Compartment Route Table @ Created -

AzureDRG @ Attached TransitRouting HubDRG_RT Mon, Jun 15, 2020, 14:38:50 UTC

Showing 1 ltem Page 1

Figure 13: Verify the Route Table Attachment to the DRG

16. Associate the route table that you created in step 12 (in our example, HubLPG_RT) with the LPG of the hub
VCN. For instructions, see To associate a route table with an existing local peering gateway.

Associate Route Table Help Cancel

LOCAL PEERING GATEWAY READ-ONLY

ROUTE TAELE COMPARTMENT

<

TransitRouting

inforacleeli (roof)TransitRouting

ROUTE TABLE
[ HubLPG_RT ~
Important: After you associate a route table, you can't remove it. But you can associate a different table or delete the rules.
Cancel
Figure 14: Associate a Route Table with the Local Peering Gateway
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17. On the details page for the hub VCN, verify that the route table is attached successfully to the LPG.

Hub_VCN

Move Resource Add Tags

VCN Information Tags

CIDR Block: 10.115.1.0/24 OCID: _tkqsvg Show Copy.
Compartment: TransitRouting Default Route Table: Default Route Table for Hub_VCN
Created: Mon, Jun 15, 2020, 14:26:43 UTC DNS Domain Name: hubvcn.oracleven.com

Local Peering Gateways in TransitRouting Compartment

Create Local Peering Gateway

Name State Peering Status Route Table @ Peer Advertised CIDR Cross-Tenancy Created -

Mon, Jun 15, 2020, 14:2
HubLPG @ Available New - Not connected to a peer. 8:45 UTC

Figure 15: Verify the Route Table Attachment to the Local Peering Gateway

18. Create a subnet, such as HubPublic, for the hub VCN by using the default route table and default security list
that you modified earlier. For instructions, see To create a subnet.

Creal Scbrat

It the Finuts Tabke, DHGP Options, o Securty Lists ang in  difenent Compartmant than the Subeet, anabie Companmant seection 1o IN0SE nesoures:

Tagging iz 2 matay sl that alows yol 15 Cganize and irack reatUPtes within your tanancy. Tags are compatad of keys and values Inat can b afachas b rEsawrtes.

Figure 16: Create a Subnet in the Hub VCN

19. If required, create a bastion server in the hub VCN.
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Step 2: Set Up the Spoke VCN

As a part of the spoke VCN setup, create distinct private and public subnets. The private subnet hosts a shared
autonomous database that’s accessed from Azure through the hub VCN in OCl over the private interconnect.

The public subnet can be used to host any other internet-facing applications. In this example, it’s configured but not
used.

For details about how to create the OCl resources, see the instructions referred in the steps in the preceding section.
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1.

or the Azure VNet.

‘I
@
=

Create a Virtual Cloud Network

NAME

SpokeVCN

CREATE IN COMPARTMENT
TransitRouting v

inforacleeli (roof)TransitRouting

CIDR BLOCK

192.168.1.0/24

Example: 10.0.0.0/16
If you plan to peer this VCN with another VCH, the VCNs must not have overlapping CIDRs. Leam more.

DNS RESOLUTION
USE DNS HOSTNAMES IN THIS VCN
Required for instance hostname assignment if you plan to use VCN DNS or a third-party DNS. This choice cannot be changed after the VCN is created. Leam

more

DNS LABEL

Only lefters and numbers, starting with a letter. 15 characters max

Create VCN Cancel

Figure 17: Create the Spoke VCN

2. Create alocal peering gateway, such as SpokeLPG, for the spoke VCN.

Create Local Peering Gateway

HAME

SpokelPG

CREATE IN COMPARTMENT

TransitRouting

intoracieeli {roof)/TransitRouting

o

<o Show Advanced Options

prric

Create Local Peering Gateway [JieEhlez]

Figure 18: Create the Local Peering Gateway for the Spoke VCN

Deploy the Oracle Cloud and Microsoft Azure Interconnect Using Hub-and-Spoke Topology | Version 1.1
Copyright © 2022, Oracle and/or its affiliates | Public

Create a spoke VCN, such as SpokeVCN. Specify a CIDR address block that doesn’t overlap with the hub VCN

Help Cancel

ORACLE



3. Connect the hub VCN and the spoke VCN by using their local peering gateways. For instructions, see Setting
Up a Local Peering.

T

Establish Peering Connection elp Cancel

SPECIFY THE LOGAL PEERING GATEWAY

© BROWSE BELOW ENTER LOCAL PEERING GATEWAY OCID

VIRTUAL CLOUD NETWORK COMPARTMENT

TransitRouting ~

intoracleeli (root)TransitRouting

VIRTUA QUD NETWORK

LOCAL PEERING GATEWAY COMPARTMENT

TransitRouting ~

intoracleeli {roofyTransitRouting

WW}\Y

B
Establish Peering Connection Cancel

Figure 19: Create Local Peering from the Spoke VCN to the Hub VCN

4. 0On the details page of the spoke VCN, verify that the peering is successful and connected.

SpokeVCN
Move Resource Add Tags

VCN Information Tags

CIDR Block: 192.165.1.0/24 OCID: _wqzpfa Show Copy
Compartment: TransitRouting Default Route Table: Default Route Table for SpokeVCN
Created: Mon, Jun 15, 2020, 14:53:48 UTC DNS Domain Name: spokevcn oracleven com

Local Peering Gateways in TransitRouting Compartment

Create Local Peering Galeway

Name State Peering Status Route Table @ Peer Advertised CIDR Cross-Tenancy Created -
SpokeLPG @ Available Peered - Connected 1o a peer. 0.0.0.010 No “;'702';5?(: 5.2020, 14:
Showing 1 Item Page 1
Figure 20: Verify Local Peering of Spoke and Hub VCNs
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5. Create a route table, such as PrivateRT, that will be attached to create a private subnet in the spoke VCN.
Specify rules that allow the flow of traffic to the hub VCN and to Azure through an LPG.

PrivateRT
Move Resource | Add Tags
Route Table Information Tags
OCID: _sghhwa Show Copy Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 15:00:02 UTC

Route Rules

Add Route Rules

Destination ~ | Target Type Target Description
10.115.1.0/24 Local Peering Gateway Spokel PG
172.169.0.0/16 Local Peering Gateway SpokelPG

0 Selected Showing 2 ltems Page 1

Figure 21: Create Route Table for Private Subnet

6. If resources in the public subnet also require access from Azure, the hub VCN, or both, add the same rules to
the default route table for the spoke VCN.

Default Route Table for SpokeVCN
Move Resource Add Tags
Route Table Information Tags

OCID: _hofopg Show Copy Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 14:53:48 UTC

Route Rules

Add Route Rules

Destination a | Target Type Target Description
10.115.1.0/24 Local Peering Gateway Spokel PG

172.169.0.0/16 Local Peering Gateway Spokel PG

0 Selected Showing 2 ltems Page 1
Figure 22: Create Route Rules for the Spoke VCN Default Route Table

7. Create a security list, such as Private SL, for the private subnet, and specify ingress traffic rules from Azure,
the hub VCN, and the public subnet of the spoke VCN.

You can specify more restrictive rules to limit the flow of traffic on specified ports.

15 Deploy the Oracle Cloud and Microsoft Azure Interconnect Using Hub-and-Spoke Topology | Version 1.1
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The rules specified in the security list of a private subnet don’t govern the access to the autonomous
database. A network security group that you create later controls and manages access to the database.

PrivateSL

Instance traffic is controlied by firewall rules on each Instance in addition to this Security List

Move Resource | | Add Tags

Security List Information Tags

OCID: _ka567a Show Copy Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 15:.02:47 UTC

Ingress Rules

Add Ingress Rules
Source Port  Destination

Stateless ¥ | Source IP Protocel Range Port Range Type and Code Allows Description

All traffic for all por

No 172.1690.0/16  All Protacols IS
No 10.115.1.0/24 All Protocols g” traffic for all por
No 192 16810/25 Al Protocols g” traffic for all por

0 Selected Showing 3 ltems Page 1

Figure 23: Create Ingress Rules for the Security List

8. Add an egress traffic rule to allow all the outgoing traffic.

By default, user-created, nondefault security lists don’t have any default egress rules. You can also specify
more restrictive rules.

PrivateSL

Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

Move Resource | | Add Tags

Security List Information Tags

OCID: _ka567a Show Copy Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 15:02:47 UTC

Egress Rules

Add Egress Rules

Source Port Destination Port
Stateless v | Destination IP Protocol Range Range Type and Code Allows Description
No 0.0.0.0/0 All Protocols Al traffic Tor all ports:
0 Selected Showing 1 Item Page 1

Figure 24: Create Egress Rules for the Security List
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9. Modify the default security list for the spoke VCN and add ingress rules to allow the incoming traffic from the
hub VCN and Azure VNet.
The default egress rules are sufficient for this example.

Default Security List for SpokeVCN
Instance traffic is controlled by firewall rules on each Instance in addition to this Security List

Move Resource || Add Tags
Security List Information Tags

OCID: _upkrtq Show Copy, Compartment: TransitRouting

Created: Mon, Jun 15, 2020, 14:53:48 UTC

Ingress Rules

Add Ingress Rules

Stateless ~ | Source IP Protocol Source Port Range Destination Port Range Typeand Code  Allows Description

TCP traffic for ports: 22 SSH Remote Lo

No 0.0.0.00 TCP Al 22
gin Protocol

ICMP traffic for: 3, 4 Destination Unreach
No 0.0.0.0/0 IcMP 3,4 able: Fragmentation Needed and Don't F
ragment was Set

ICIMP traffic for: 3 Destination Unreachab
le

No All Protocols Al traffic for all ports
No 172.162.0.016 All Protocols Al traffic for all ports

0 Selected showing 5 Items Page 1

No 192.168.1.0124 IcMP 3

Figure 25: Create Ingress Rules for the Default Security List for the Spoke VCN
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10. Create a public subnet, such as SpokePublic, that uses the default route table and the default security list.

Creain Subrat

Hiha Rioute Table, DHOP Opons. or Sacurty Lists ane in a diferent Compartmant than the Subnet, enabla Compariment selaction for thasa resources: Cick hem

RAME

EpokaPubic

SuBNET TYE
10 HECIONAL (RECOMMENDED)
Finbunaan i Sra o Conm B cowsled i mry sty conmmen in B g, Liselal for B mesdistsiiy.

(D) ALY DOMAIN-SIECIHG
Inabinai in e kel can cnly be cssled in ore sostsbilly Somn in B o

o BLOCK

| 182.1E28.1.0025

Spmecsimrt |1* werrawsss VR 185 1 0- 192 1651 121 (125 11* mieruass)

HOWUTE LASLE

@R&.undn P ——

SUBNET ACCESS

1 ITHIVALE SUERET
Prohibal it 11" wdcnanes ko Irodsncs in thix Suoed

[+ JEEC T ST |
Srw pustite 1Y wdchrammes b Irodanoss in This Subred

NS RESDLUTION
H USE DS HOS TRAMES 1N THIS SUBMET
e msigrarssl ul DNE hoslesrmss wien lenchng an sslens

NS LASEL

EipobaPisblic

T e e T e ——

LS DINAIN RANE  ARAD-TMLT

| <Ons-abait- SpOREACT.OMACcIaVEN.Com

DHCT G TGN

| Salect OHCP Options

| Security Lists

SECLUMITY LIST

Dafault Sacuriy List for mn@

Tagging is @ maladats syslem that alows you o onganize and irack resournes within your tenancy. Tags are compased of keys and values fial can be afached b resowroes.

Leam more about tagging

1AL MAMESIACE 1AL KE¥
Mona (20 @ fraa-fom tag) Cl |
Figure 26: Create a Public Subnet for the Spoke VCN
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11. Create a private subnet, such as Spoke Private, using the route table and security list that you created (in this
example, PrivateRT and PrivateSL).

Craals Subnat

It'iha Fiouta Tabke, DHCP Opans. of Security Lists ans in & difenent Compartmant than the Subeat. anatia Companmaent seiaction for thasa resaumes: Cick ham

KANE

SpokePrivate

SUBNET TTPE

10 HEGIINAL (HECOMMENRUED |
Fiabencas i Toe wtriad Cm S Couaried ) mny Wbty Cormen e, Linet. 1or Bt smimbiy.

T ARILABILIT Y LHOMAIN SIELIHE
b e e mstred s ol tie Coubi 19 on skatity ST n B e

CI0H BLOCK

| 1921681128025

Spmecie 1 wirhnsen: 152 1851, 12842 168 1 255 128 17 skdrusuc)

HEHITE LASLE
(Einu.'mﬁ‘

SUBNEI ACCESS

O Rl S |
Pyl putins 11 st kot I

0 L ST
Ailrwe Lt 1Y et ot Iredences n s Sutnd

LNE RESCLUTION
B use ons HosRames s s susnet (1)
Atras monTaes! ! LS hoslosims when Lacaics an [sater

LNS LASEL

by b mrriders, sbaring walh o lwer. 15 chmmciuc s

LS DOMAIN RANE  READ-OMT

| security Lists

SECLIHINY LIS

=0

Tagging is a metadata sysiom that aliows you o organize and irack resources within your lenancy. Tags are compasaed of keys and values that can ba atached b resources.
Laam more about tagging

1AG HAMESI'RCE 1AG KEY

Mo [ & froa-fom tag) ul |

Figure 27: Create a Private Subnet for the Spoke VCN
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12. Create a network security group (NSG) (in our example, ADB_NSG) used by the autonomous database that
controls access to the database on the specified port. For instructions, see To create an NSG.

ADB_NSG
Edit || MoveResource | | Add Tags
Network Security Group Information ‘ Tags

OCID: __4ns6ya Show Copy
Created: Mon, Jun 15, 2020, 15:10:30 UTC

Compartment: TransitReuting

Security Rules

These security rules apply to all VNICs in this network security group. You can filter the list by ingress or egress. There can be other security rules that apply to a given VNIC in this group: from any other network security groups the VNIC is in, and any security |
subnet. L earn more about security rules.

Direction (2 Source or Destination (7) Protocol () ~ | Details () Description (7)
Source Port Range: All
Direction: Ingress Source Type: CIDR
Tcp Destination Port Range: 1522
Stateless: No Source: 10.115.1.0/24
Allow: TCPtra.. Show
Source Port Range: All
Direction: Ingrass Sourcs Type: CIDR
o Destination Port Range: 1522
Stateless: No Source: 192 168.1.0/25
Allow: TCPtra... Show
Source Port Range: All
Direction: Ingress Source Type: CIDR
Tcp Destination Port Range: 1522
Stateless: No Source: 172.169.0.0/16
Allow: TCPtra.. Show
0 Selected She

Figure 28: Create a Network Security Group for the Spoke VCN

13. Create a shared autonomous database in the private subnet and use the NSG that you created to control the
access to the database. For instructions, see Creating an Autonomous Database on Shared Exadata
Infrastructure.

Remember the private endpoint IP address, which is used to access the database from Azure.

ATP

DB Connection | | Performance Hub | | [3 Service Console | | Scale Up/Down | | More Actions

Autonomous Database Information Tools Tags

AVAILABLE

General Information

Database Name: ATP

Workload Type: Transaction Processing
Compartment: intoracleeli (root)/TransitRouting
OCID: _lev5yq Show Copy.

Created: Mon, Jun 15, 2020, 15:12:54 UTC
OCPU Count: 1

Storage: 1TB

License Type: Bring Your Own License (BYOL)
Database Version: 19¢

Auto Scaling: Disabled (1)

Lifecycle State: Available

Instance Type: Paid

Figure 29: Details Page for an Autonomous Database
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Infrastructure

Dedicated Infrastructure: No

Backup

Last Automatic Backup: No active backups exist for this database

Network

Access Type: Virtual Cloud Network
Virtual Cloud Network: SpokeVCN
Subnet: SpokePrivate

Frivate Endpeint IP: 192 168.1.130 Hide Copy

Private Endpoint URL: s55njnbo.adb ap-tokyo-1.oraclecloud.com Hide Copy

<Network Security Groups: ADE_NSG Edit

Maintenance @)

Next Maintenance: Sat, Jun 20, 2020, 05:00:00 UTC - 09:00:00 UTC
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Step 3: Set Up the Azure Environment
1. Inthe Azure Portal, create a virtual network (VNet).

A. On the Basics page, enter a name for the VNet, such as AzureVNET, and select the same region that
you're using for OCI (in our example, Japan East).

Create virtual network

Basics IP Addresses Security Tags Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure, VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VNet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription * (D | Microsoft Azure Sponsorship ~ |

Resource group * (O | Azure_Tokyo ~ |

Create new

Instance details

Name * | AzureVNET /|

Region * <[_(Asia Pacific) Japan East > ~ |

< Previous | Next : IP Addresses > Download a template for automation

Figure 30: Create VNet in Azure, Specify Region

B. Onthe IP Addresses page, specify the CIDR address block and create subnets, as required. In this
example, the subnet is called PublicSubnet.

Create virtual network

Basics IP Addresses  Security Tags Review + create

The virtual network's address space, specified as one or mare address prefixes in CIDR notation (2.g. 192.168.1.0/24).

|Pv4 address space

[ 17218900115 7| @
| |

\:‘ Add IPv6 address space (@D

The subnet's address range in CIDR notation (e.g. 192.168.1.0/24). It must be contained by the address space of the virtual

network.

= Add subnet i Remove subnet
|:| Subnet name Subnet address range
[] publicsubnet 172.169.1.0/24

| < Previous || Next : Security > | Download a template for automation

Figure 31: Create VNet in Azure, Specify CIDR Address Block
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C. Onthe Security page, modify the security settings for the VNet, as required.

Create virtual network

Basics IP Addresses Security  Tags Review + create
DDoS protection (0 lﬁm Standard :ﬁl
Firewall (O Iﬁ:: Disabled JE=SELIN ::]

< Previous | | Next : Tags >

Figure 32: Create VNet in Azure, Specify Security Settings

D. Onthe Tags page, specify any optional tags, as required.

Create virtual network

Basics |P Addresses Security Tags  Review + create

Tags are name/value pairs that enable you to categorize resources and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more about tags o

Note that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Mame @ Value @

Location ' Japan East

Review + create ‘ < Previous | | Next : Review + create > Download a template for automation

Figure 33: Create VNet in Azure, Specify Tags

E. Onthe Review + create page, review the information, and then click Create.

Create virtual network

0 Validation passed

Basics IP Addresses Security Tags  Review + create
Basics

Subscription Microsoft Azure Sponsorship
Resource group Azure_Tokyo

Name AzureVNET

Region Japan East

IP addresses

Address space 172.169.0.0/16
Subnet PublicSubnet (172.169.1.0/24)

m < Previous Mext > Downlead a template for automation

Figure 34: Create VNet in Azure, Review Information
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2. Create a VNet gateway, such as AzureVNET_Gateway, and select ExpressRoute as the gateway type.
The gateway requires a dedicated subnet (the minimum subnet requirement is /28) and a public IP address.

Create virtual network gateway

Basics  Tags Review + create

Azure has provided a planning and design guide to help you configure the various VPN gateway options. Learn more.

Project details

Select the subscription to manage deployed resources and costs, Use resource groups like folders to organize and manage all
YOour resources.

Subscription * Microsoft Azure Sponsorship e
Resource group (@ Azure_Tokyo (derived from virtual network’s resource group)

Instance details

MName * | AzureVNET_Gateway g |
Region * (Asia Pacific) Japan East o |
Gateway type * (@ O VPN @ ExpressRoute

SKU* @ | stardard |
Virtual network * (0 | AzureVNET R |

Create virtual network

@ Only virtual networks in the currently selected subscription and region are listed.

Gateway subnet address range * (O 172.169.0.0/24 .
172.169.0.0 - 172.169.0.255 (256 addresses)

Public IP address

Public IP address * (D) @ Create new O Use existing
Public IP address name * | AzureVNET_Gateway_IP N
Public IP address SKU Basic

Figure 35: Create VNet Gateway

w

Mext : Tags > Download a template for automation

3. Create a route table, such as Public_Tokyo_RT, for the public subnet that you created earlier.
You add specific routes in a later step.

Create route table

You can add routes to this table after it's created.

MName *
| Public_Tokyo_RT . |

Subscription *

| Microsoft Azure Sponsorship R |

Resource group *

| Azure_Tokyo R |

Create new

Location *

| (Asia Pacific) Japan East e |

Virtual network gateway route propagation
I: Disabled (@&l :]

m Automation options

Figure 36: Create Route Table
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4. Create an NSG, such as Public_Tokyo_NSG, to control the incoming and outgoing traffic.

You add individual rules in a later step.

Create network security group

Basics  Tags Review + create

Project details

Subscription * | Microsoft Azure Sponsorship ~ |

L

Resource group * | Azure_Tokyo e |
Create new

Instance details

Name * | Public_Tokyo_NSG e |

Region * | (Asia Pacific) Japan East v |

< Previous Next : Tags = Download a template for automation

Figure 37: Create Network Security Group

5. Associate the route table and the network security group that you created with the subnet, which accesses
the autonomous database that you created in OCl in the preceding section.

«.» PublicSubnet

AzureVNET
Save X Discard j Delete O Refresh

Address range (CIDR block) * @
[172.169.10/24
172.169.1.0 - 172.169.1.255 (256 addresses)

Available addresses (@

251

NAT gateway ©

‘ Mone v

D Add IPv6 address space
Network security group
(Publ\(_TckyD_l\SG ) ~ ‘

Route table
CLrE—leI ic_Tokyo_RT v |

Users

Manage users

Service endpoints

Services (@

0 selected ~

Subnet delegation

Delegate subnet to a service (O

‘ MNone ~ ‘

Figure 38: Associate Route Table and Network Security Group with Subnet
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6. Modify the route table and specify the CIDR address block of the hub VCN in OCI.

4o Public Tokyo RT | Routes # X

Route table
|,9 Search (Ctrl+/) | « + Add
& Overview [ .2 Bearch routes
Activity log Name T4  Address prefix T4  Next hop type T
5 Access contral (1AM) Route_to_OC 10.115.1.0/24 Virtual network gateway e
& Tags
&2 Diagnose and solve problems

Settings
& Configuration

‘& Routes

Figure 39: Modify Route Table with CIDR Address Block of the Hub VCN

7. Modify the network security group and specify the incoming and outgoing traffic rules to the hub VCN in OCI.

;’ Public_Tokyo NSG =

Network security group

O search (Ctrl+) «© > move [1] Delete (O Refresh

@ Overview Resource grou| : Azure_Tokyo Custom security rules : 2 inbound, 1 outbound
greup Y Y
Activity log Location i Japan East Associated with : 1 subnets, 0 network interfaces
Ba Access control (AM) Subscription (change) Microsoft Azure Sponsorship
Subscription ID 1 8006e826-d22e-4fc8-9cc0-91d4ea73do7f
® Tags
Tags (change] : Click here to add tags
& Diagnose and solve problems 9 (change) g
Settings Inbound security rules
= Inbound security rules Priority Name Port Protocol Source Destination Action
= Outbound security rules 100 A Allow_SSH 2 Any Any VirtualNetwork 9 Allow
& Networkinterfaces 110 G0l Inbound_Rules Any Any 10.115.1.0/24 VirtualNetwork o Allow
0 Subnets 65000 AllowVnetinBound Any Any VirtualNetwork VirtualNetwork 9 Allow
o ;
11 Properties 65001 AllowAzureLcadBalancerinB... Any Any AzureLozdBalancer Any 9 Allow
o Lo
& Locks 65500 DenyAllinBound Any Any Any Any @ Deny
B3 Export template
Outbound security rules
Monitoring
Priority Name Port Protocol Source Destination Action
B Diagnostic settings
100 Any Any VirtualNetwork 10.115.1.0/24 @ Allow
0 Logs
65000 AllowVnetOutBound Any Any VirtualNetwork VirtualNetwork @ Allow
B NsG flow logs
65001 AllowinternetOutBound Any Any Any Internet @ Allow
Support + troubleshooting 65500 DenyAllQutBound Any Any Any Any & Deny
= Effective security rules
Figure 40: Modify Network Security Group with Traffic Rules to the Hub VCN
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Step 4: Connect Oracle Cloud Infrastructure and Azure Using the Private Interconnect

1. In Azure Portal, create an ExpressRoute connection.

A. On the Basics page, enter a name, such as Azure_OCI_Circuit, and select the appropriate region and

resource group that you specified in the preceding section.

Create ExpressRoute

Basics  Configuration Tags Review + create

Use Azure ExpressRoute to create private connections between Azure datacenters and infrastructure on your premises or
in a colocation envirenment, Establish connections to Azure at an ExpressRoute location, such as an Excahnge provider
facility, or directly connect to Azure from your existing WAN network, such as a multiprotocol label switching (MPLS) VPN,
provided by a netwerk service provider.

Learn more about Express Route circuits

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage all your resources.

Subscription * @ ‘ Microsoft Azure Sponsorship ~ |
Resource group * (D) ‘ Azure Tokyo ~ |
Create new

Instance details

 —————
Region * (O Qjapan East ) ~ |

Name * (O ‘ Azure_QCI_Circuit /|

Cpreiiois || [ Next:Configuaton>

Figure 41: Create an ExpressRoute Connection in Azure

B. Onthe Configuration page, select Oracle Cloud FastConnect as the provider.

The peering location shows only the regions that are currently supported for the private interconnect
with OCI. Select the SKU option carefully; the price can vary drastically among the options. The Local SKU

option has no separate ingress or egress charges.

Create ExpressRoute

Basics Configuration  Tags Review + create

ExpressRoute circuits can connect to Azure through a service provider or directly to Azure at a global peering location.
Learn more about circuit types

Port type * [:i MOV =g Direct i:]

Create new or import from classic * @ 'ﬁ Impaort :ﬁl

Provider * (@) @acle Cloud FastConnec_t) ~ |
Peering location * @ | Tokyo ~ |
Bandwidth * @ | 2bps v

. .

SKU* (i) I\ Local Standard  Premium J
e — -" T )
Billing model * (@ [\ Unlimited )]

. . P s b

Allow classic operations (& | Yes m

| < Previous || Next : Tags = |

Figure 42: Configure the ExpressRoute Circuit
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C. Verify the options that you selected and click Create.

Create ExpressRoute

O Validation Passed

Basics

Subscription Micrasoft Azure Sponsorship

Resource group Azure_Tokyo
Region Jzpan East

Mame Azure_OCI_Circuit
Configuration

Port type Provider

Create new or import from classic Create new

Provider Oracle Cloud FastConnect
Peering location Tokyo

Bandwidth 2Gbps

SKU Local

Billing model Unlimited

Allow classic operations No

Figure 43: Verify the ExpressRoute Connection and Create

Download a template for automation

2. After the ExpressRoute circuit is created, copy the service key shown on the details page.

You use this key in the next step to provision a FastConnect connection and establish dynamic routing

between Azure and OCI.

A Azure_OCI_Circuit =

ExpressRoute circuit

£ Bearch (Ctri+/) « & Delete () Refresh

A, overview (1) et e Sy rrs e s

Activity log
Resource group (change) : Azure_Tokyo
A Access control (1AM)

® Tags

£2 Diagnose and solve prablems

Circuit status : Enabled
Location : Japan East
Subscription (change) : Microsoft Azure Sponsership

Settings Subscription ID : 8d06e826-d22e-4fc9-9cc0-01d4ea73do7f

Tags (change) : Click here to add tags

& Configuration

@ Connections

Peerings
£ Authorizations
Type Ty Status 14 Primary subnet
Log Peerings
m . Azure private Not provisioned
! properties
Azure public Not provisioned
B Locks & P
Microsoft Not provisioned

K3 Export template

Figure 44: ExpressRoute Details Page Showing the Service Key
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Provider

: Oracle Cloud FastConnect

Provider status : Not provisioned

Peering location : Tokyo

Bandwidth

Service key

T

: 2000 Mbps

4e67eb3-c58c-4fbc-8710

secondary subnet 4 Lastmodified by
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3. Inthe Oracle Cloud Console, create a FastConnect connection.

A. On the Connection Type page, select Microsoft Azure: ExpressRoute from the list of FastConnect
partners. For instructions, see FastConnect: With an Oracle Partner.

Create Connection
€ connection Type Connection Type

Configuration FastConnect lets you access your existing network from your Virtual Cloud Metwork (VCN) without traversing the
internet. Choose an option:

CONNECTION TYPE

FastConnect Partner FastConnect Direct

Use this option if you have a relationship with a Use this option if you want a dedicated connection
FastConnect partner. Here you set up the Oracle by the way of a third-party network partner or by
side of a virtual circuit that runs on the partner's colocating in a FastConnect POP. Here you request
connection. See the topics to the right. a cross-connect and receive the Letter of

Authorization (LOA). After cabling is complete at the

POP, you return here to activate the cross-connect

and set up at least one virtual circuit. See the topics
e to the right

PARTNER

<

[Microsoft Azure: ExpressRoute X

Cancel

Figure 45: Create FastConnect Connection to Azure, Specify Connection Type

B. Onthe Configuration page, specify the DRG that you created when you set up the hub VCN. Also,
specify the service key that was provided when you set up the ExpressRoute circuit in Azure.
Provide the nonoverlapping BGP IP addresses to use for the two redundant BGP sessions between Oracle
and Azure. For each pair, you must provide a separate /30 block of addresses (each /30 has four IP
addresses).
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Create Connection

Help
Connection Type NAME  OF
e Configuration Azure_OCI_Interconnect
COMPARTMENT
TransitRoufing %
atoraclel (root) TransiRouting
VIRTUAL CIRCUIT TYPE
Private Virtual Circuit Public Virtual Circuit
Private IP addresses are adverlised (typically RFC 1918). The connection uses Oracle Cloud Infrastructure public IP addresses are advertised (for example, for
a dynamic routing gateway that you attach to our VCN Object Storage). You also provide the public IP prefixes that you want to
v advertise
DYNAMIC ROUTING GATEWAY IN TRANSITROUTING |CHANGE CC
AzureDRG -
PROVISIONED BANDWIDTH
2 Gbps z
PARTNER SERUICE el
CUSTOMER PRIMARY BGP IP ADDRESS
10.10.0.2/30
ORACLE PRIMARY BG? I° ADDRESS OFTIONAL
10.10.0.1/30
CUSTOMER SECONDARY BGP IP ADDRESS
10.10.0.6/30
ORACLE SECONDARY BGP IP ADDRESS OPTIONAL
10.10.0.5/30
Previous Cancel
Figure 46: Create FastConnect Connection to Azure, Specify DRG and Service Key
Click Create.
After a few minutes, the FastConnect connection is provisioned, and dynamic routing is established
between Azure and OCI.
Create FasiConnect
Name a | Lifecycle State @ BGP State @ Connection Type @ Created
Azure_OCI_Interconnect @ Provisioned @ wp Partner E’T"g”" 26,2020, 1510:6
Showing 1 ltem Page 1
Figure 47: FastConnect Connection Provisioned and Up
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4. Inthe Azure Portal, verify that the provider status of the ExpressRoute circuit has changed to Provisioned.

A Azure_OCI|_Circuit =

ExpressRoute circuit

‘ £ search (Ctrl+p)

A Overview

Activity log

pR Access control (IAM)

‘ Tags

(2 Diagnose and solve problems
Settings

& configuration

ﬁ Autherizations

4} Peerings

1Y properties

|<(

f Delete O Refresh

Resource group (change) : Azure Tokyo

Circuit status : Enabled
Location : Japan Bast
Subscription (change) : Microsoft Azure Sponsorship

Subscription ID

Tags (change)

Peerings
Type
Azure private
Azure public

Microsoft

: 8d06e826-d22e-4fc9-9cc0-91d4ea73do7f

: Click here to add tags

T4 Status
Provisioned
Not provisioned

Not provisioned

Figure 48: Verify Status of Provider on ExpressRoute Details Page

5. Inthe navigation pane, under Settings, click Connections.

Provider : Oracle Cloud FastConnect
Provider status {: Provisioned

Peering location : Tokyo

Bandwidth : 2000 Mbps
Service key : f4e67eb3-c58¢-4fbc-8710-109f8448d209
1y Primary subnet T4  Secondarysubnet Ty  Last modified by
10.10.0.0/30 10.10.0.4/30 Customer

6. Create a connection to attach the ExpressRoute circuit with the VNet gateway.

A. Onthe Basics page, enter a name for the connection, such as Azure_OCI_Connection.

Create connection

Basics Settings

Tags

Review + create

Create a secure connection to your virtual network by using VPN Gateway or ExpressRoute. Learn more about VPN Gateway &
Learn more about ExpressRoute of

Project details
Subscription
Resou

Instance details

Connectio

Name *

< Previous Next : Settings =

Figure 49: Create Connection to Attach ExpressRoute to VNet Gateway
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B. Onthe Settings page, select the virtual network gateway from the list (in our example,
AzureVNET_Gateway).

Create connection

Basics Settings  Tags Review + create

Virtual network gateway

To use a virtual network with a connection, it must be associated to a virtual network gateway.

Virtual network gateway * (O | AzureVNET_Gateway K%
ExpressRoute circuit @ Azure_QCI_Circuit "
Redeem authorization & ]
Routing weight * | 0

| < Previous | | Mext : Tags > Download a template for automation

Figure 50: Create Connection to Attach ExpressRoute to VNet Gateway, Select VNet Gateway

C. Onthe Review + create page, confirm the options, and click Create.

Create connection

Q Validation passed

Basics Settings Tags Review + create

Basics

Subscription Microsoft Azure Sponsorship
Resource group Azure_Tokyo

Region Japan East

Connection type ExpressRoute
Connection name Azure_OCI_Connection
Settings

Virtual network gateway AzureVNET_Gateway
Redeem ExpressRoute authorization No

ExpressRoute circuit Azure_OCI_Circuit
Routing weight 0

Next = Download a template for automation

Figure 51: Create Connection to Attach ExpressRoute to VNet Gateway, Verify Options
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7. Verify that the connection is successfully added to the ExpressRoute circuit.

Azure_OCI_Circuit | Connections

ExpressRoute circuit

b2

‘/’3 Search (Ctrl+/) | « Add  [3] Delete () Refresh
A, Overview
I,O ISearch connections

Activity log

Name Ty Status Ty
Pa Access control (IAM)

Azure_OCI_Connection Succeeded
‘ Tags
2 Diagnose and solve problems
Settings

& Configuration

() Connections

Figure 52: Verify Connection Is Added

Connection type T4

ExpressRoute

Peer TL

AzureVNET_Gateway

The effective routes are now visible in the route table associated with the subnet (for example,
Public_Tokyo_RT). If successful, the routes to the hub and spoke VCNs in OCl are visible through the virtual

network gateway.

o Public_Tokyo_RT | Effective routes =

Route table
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L Download

P Search (Ctrl+/) «
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scope
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. Default Active
11! properties

Default Active
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Figure 53: Effective Routes Between Azure and Oracle Cloud
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Step 5: Access Autonomous Database from Azure Through the Private Interconnect

1. Create a virtual machine in the Azure public subnet and install Oracle Client to be able to access an Oracle
database in OCI.

Figure 54: IP Address of an Azure VM

2. Inthe Oracle Cloud Console, go to the details page of the autonomous database, click DB Connection, and
download the instance wallet.

The wallet contains the connection string and the wallet files for database traffic encryption between the
database and the clients.

Database Connection Help C

You will need the client credentials and connection information to connect to your database.The client credentials include the wallet, which is required
for all types of connections.

Download Client Credentials (Wallet)

To download your client credentials, select the type of wallet, then click Download Wallet. You will be asked to create a password for the wallet

Wallet Type ()

Instance Wallet o

Download Wallet Rotate Wallet

Wallet last rotated: -

[e=]

Figure 55: Select the Oracle Wallet Type for the Autonomous Database
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3. Specify the password for the wallet and download it to your machine.

Download Wallet Help Close

Database connections to your Autonomous Database use a secure connection. The wallet file will be required to configure your database clients and
tools to access Autonomous Database

Please create a password for this wallet. Some database clients will require that you provide both the wallet and password to connect to your
database (other clients will auto-login using the wallet without a password).

Password

Figure 56: Download Oracle Wallet for the Autonomous Database
4. Transfer the wallet file to the Azure client server and unzip the contents in the
$ORACLE_HOME/network/admin folder, overwriting any existing content that might exist.

5. Onthe database client machine, locate the tnsnames.ora file in $ORACLE_HOME /network/admin and replace
the hostname with the private endpoint IP address of the autonomous database.

6. Perform a tnsping ping test to ensure that the listener of the autonomous database is reachable.

Figure 57: Result of a Ping Test

The connection to the database is now successfully established.

Figure 58: Successful Database Connection
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Conclusion

The implementation of hub-and-spoke configured transit routing offered in OCI can extend to applications that span
between Microsoft Azure and OCI. A Database service deployed in a spoke VCN in OCl can be securely accessed over
the private interconnect with Azure without the use of service gateway. Traffic originating from Azure can be centrally
controlled and directed from a hub VCN in Oracle Cloud Infrastructure to the appropriate spoke VCN.
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