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Safe harbor statement

The following is intended to outline our general product direction. It is intended for information
purposes only, and may not be incorporated into any contract. It is not a commitment to deliver any
material, code, or functionality, and should not be relied upon in making purchasing decisions. The
development, release, timing, and pricing of any features or functionality described for Oracle’s
products may change and remains at the sole discretion of Oracle Corporation.
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Agenda

» Encryption (Data, Backup, Connections)
» Network Access Control

» System & Data Protection

» Sensitive Data Discovery & Masking

» Auditing
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Data | Your Most Valuable Asset
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Examples of where data was not very well protected

Vs

Mar 2020: Unsecured Database Exposed 8 Million UK Shoppers Records

\.

rJul 2019: records of more than 5 million Bulgarians got stolen by hackers from the country’s
| tax revenue office

 Jul 2019: hacker gained access to 100 million Capital One credit card applications and
| accounts

p
Nov 2018: Marriott said the Starwood guest reservation database was breached, potentially
| exposing information on about 500 million guests
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Database in focus

- - Access Control
' Data Redaction
B Y o1 IY=TolU o AV . Seeverorrromerseorssoesersoron < - Auditing
= Data Safe
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Applications ™., - System,App .- -
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Database Vault

Transparent Data Encryption

Command
7 © 2020 Oracle Restrictions

DB Clones

Data Masking




Agenda

» Encryption (Data, Backup, Connections)

Transparent Data Encryption
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Encryption | Transparent Data Encryption (TDE)

Encryption of Application Data on media

Enabled by default

Encryption keys are managed automatically

SELECT * FROM vSencrypted tablespaces;

{ con_ID

0 HCEMAL
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Encryption | Transparent Data Encryption (TDE)

[oracle@hostfraee datafile]$ strings ol mf system hédoz8nv_.dbf | grep -i Firstname
get spaceNode

m—

get

% S5 LastnameS Account 87654321 -

% 4 Lastname4 Account 87654321 [ W]thOUt TDE ]

% 3 Lastname3 Account 87654321

% 2 Lastname2 Account 87654321

% 1l Lastnamel Account 87654321

[oracle@hostfraece datafile]$ strings ol mf users hédp3lc7_ .dbf | grep -i Firstname
[oracle@hostfraee datafile]$ strings ol mf users hédp3lc7_.dbf | more

81iJk#0

‘ij“ [ With TDE ]

10 © 2020 Oracle

s

.

In the event that the

storage media or data file
is stolen, it is not possible

to read the data

\

>,

o



Encryption | Backups

[AII Backups are encrypted

—/

SQL> SELECT count(*) FROM vS$backup set details WHERE
SQL> SELECT count (*) FROM v$backup set_details WHERE
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Encryption | SQL*Net Connections

All connections MUST use TCP/IP + SSL (TCPS)

\

J

-
Customer’s responsibility

> Store wallet files in a secure location
» Share wallet files only with authorized users

\

J
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Agenda

» Network Access Control
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Access Control List (ACL)
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Access Control List (ACL)

[opcRadmin-interactivetech ~15 ./connATPshared.sh

S5Q0L*Plus: Release 18.0.0.0.0 - Production on Tue Mar 10 01:52:37 2020
Version 18.5.0.0.0

Copyright (c) 15882, 2018, Oracle. B&ll rights reserved.

Last Successful login time: Tue Mar 10 2020 01:34:37 +00:00

Connected to: |
Cracle Database 18c Enterprise Edition Release 18.0.0.0.0 - Production
Yersion 18.4.0.0.0

— Production on Tue Mar 10 01:57
Copyright (c) 1 ; B, Oracle. /11 rights reserved.
i THS:1istener rejectedfconnection based on ssrvice
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Private Endpoints & Network Security Groups

https://www.linkedin.com/pulse/implement-private-endpoint-your-autonomous-database-sinan-petrus-toma/
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Agenda

System, App
. and DB Admins

» System & Data Protection

Database Vault

Command
Restrictions

17 © 2020 Oracle o




Database Vault

» Stolen privileged user credentials are one of the most common attack vectors used by hackers

» Database Vault restricts access to application data by privileged users
» Prevent malicious or accidental changes that disrupt operations by privileged users
» Reduce the risk of insider and outside threats

» Address compliance with data privacy laws and standards such as the EU General Data Protection
Regulation (GDPR)
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Database Vault

SELECT firstname, lastname, email, position, location FROM hr data.demo hr employees;

Without DB Vault

} FIRSTNAME |{} LASTNAME |} EMAIL |{} POSITION |# LocaTION

krabe jercen.krabe@mycompany.com DEA New York

Stok rank.Stok@mycompany.com Project Director Santa Clara

F
Erabe Martiin.RKrabe@mycompany.com DBA

Santa Clara
John.Forde@mycompany.com DBA New York

joop.kaptijn@mycompany.com I New York

With DB Vault

ORA-01031: insufficent privileges
01031, 00000 - finsufficent privileges™

*Cause: An attempt was made to perform a database operation without
the necessary privileges.,

*action: Ask your database administrator or designated security
administrator to grant you the necessary privileges

© 2020 Oracle




High Privileges Restrictions

7

No OS/root logon or SYSDBA privileges

Prevent installing or modifying any software on the system
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SQL Command Restrictions
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[ Disable Encryption ]

i el e [ Unlimited Failed Logins ]

{ Drop Tablespace ]




Agenda

' Data Redaction

Label Security |.............

» Sensitive Data Discovery & Masking

DB Clones

Data Masking
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Data Redaction

7

Mask (redact) data that is returned from queries issued by applications

\,

Redaction at runtime! Data itself is not changed!

\

Redaction of Credit card, personal IDs, birth dates

\

P
comply with industry regulations such as Payment Card Industry Data

Security Standard (PCI DSS) and the Sarbanes-Oxley Act.
\

~\

7

Policies can be implemented by the customer

.

J
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Data Redaction
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Oracle Label Security (OLS)

7

\,

Label their data using different sensitivity levels

(

Users are allowed to access only those data records with the
correspondent sensitivity level

25
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Oracle Label Security (OLS)

3 )

Without OLS - All Users ] f:=:n'.. :.ﬁ:;r"::__ ._TJ -

FIRST NAME LAST NAME REGIO vig : e :: s [ With OLS - User 1 }
* Ree RTH 501 ele first mame, last name egion
Bob time WEST from ustomer 2
Jenifer  Lopez  WEST [ With OLS = User 2 }
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Data Safe

\;

;

>

\;

;
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Unified Database Security Control Center

Security Assessment o o

User Assessment 05 = 00 O
User ACﬂVit\/ AUditmg Assess Users Audit Discover Mask ...
Sensitive Data Discovery

Sensitive Data Masking

Saves time and mitigates security risks
Defense in Depth for all customers

No special security expertise needed t =
,f@ — e

© 2020 Oracle Databases in Oracle Cloud O




Data Masking

Sensitive

Data Discover
Full Clone <
farcere - (am®
e
_— "

. Sensitive

Production Test Data Masking

Development
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Agenda

- Auditing

» Auditing

29 © 2020 Oracle o




Database Auditing

7

\,

Selective and effective auditing inside the Database using policies and conditions

7

.

Predefined policies to monitor any abnormal activity

r

\_

Additional audit policies can be configured to audit based on specific IP addresses,
programs, time periods, or connection types

N

J

7
\.

Enabled by default }

7
\

Can NOT be disabled! ]

30
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Database Auditing

SELECT * FROM audit_unified policies ORDER BY policy name, audit_ option;

tOutput X | [B» QueryResult X
@ﬁ & SQL | Fetched 50 rows in 2.221 seconds

{} POLICY_NAME |{} AUDIT_CO../{} CONDITIO...|} AUDIT_OPTION |{} AUDIT_OPTION_TYPE
mg_Anxx.IN_AUDIT NONE  NONE ALTER USER STANDARD ACTION
ADB_ADMIN AUDIT NONE NONE CHANGE PASSWORD STANDARD ACTION
ADB_MANDATORY AUDIT NONE NONE EXECUTE OBJECT ACTION
ADB_MANDATORY AUDIT NONE NONE EXECUTE OBJECT ACTION
COMMON_USER NONE NONE ALL STANDARD ACTION
ORA_ACCOUNT MGMT NONE NONE ALTER ROLE STANDARD ACTION
ORA_ACCOUNT MGMT NONE NONE ALTER USER STANDARD ACTION

SELECT event timestanp, dbusername, 08_username, nuserhost, client_p:ng:am_name. action name, sql_text
FROM unified audit trail
ORDER BY event timestamp dese;

NT_TIMESTAMP 1+ DBUSERMAME {+ 05_USERNAME rﬂi‘ USERHOST ﬂ‘ CLIENT _PROGRAM_MAME 4t ACTION_MAME !SQL_TEXT

[RR-20 11.27.14.162204000 aM C##CLOUDSSERVICE oracle wls-1.subappO.v... JDBC Thin Client ALTER USER ALTER USER OMLSPROXY IDENTIFIED BY *
[AR-20 11.23.06.5896B0000 AM C##CLOUDSSERVICE oracle wls—3.subapp2.v... JDBC Thin Client RLTER USER ALTER USER CVA CML GRANT CONNECT THROUGH OMLSPROXY

[ER-20 04.06.16.232866000 2M ADMIN opc admin-interacti... sglplus@admin-inter... EXECUTE begin DBMS CLOUD.PUT OBJECT ('OBJ_STORE CRED', 'https://swiftobjectstor..
[AR-20 04.06.15.809551000 AM ADMIN oracle elOpod-8tlgg7.s... oracle@elipod-8tlgg... DELETE DELETE FROM LBACSYS.OLS$POLT WHERE TBL NAME = :B2 AND OWHER = :Bl
[RR-20 03.30.12.536690000 BPM CHRISTELLE cvaltanc CVALTANC-ES SQL Developex LOGCON (nall)
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API Audit Logs

ORACLE Cloud

Govemnance

Audit

Compariment Explorer
Cuota Policies

Limits, Quatas and Usage

Tag Namesp

List Scope

© 2020 Oracle

Audit Events in stoma Compartment

START OATE

Mar 11, 2020 00:00 UTG

Autonomous

Event time

Vied, Mar 11, 2020, 24:00:06 UTC
Viied. Mar 11, 2020, 24:00:06 UTC
Vied. Mar 11, 2020, 24:00:06 UTC
Wied. Mar 11, 2020, 24:00:06 UTC

Wed. Mar 11, 2020, 24:00:06 UTC

Uszer

zinan. petrus.loma@oracle com
sinan.petrus toma@oracle.com
sinan.petrus. toma@oracke com
sinan.petrus toma@oracle com

sinan. petrus tomai@oracle.com

Event source

DatabaseService

DatabaseService

DatabaseService

DatabaseService

DatabaseService

Event name
GethutonomousDatabase
StopAutenomousDatabase
GetAutonomousDatabase
StopAutenomousDiatabase

ListrfutonomousDatabases




API Audit Logs

7

Audit provides records of APl operations performed against supported services

7

Audit logs are maintained for 90 days

.

Can be configured for up to 365 days

B35 © 2020 Oracle




VCN Flow Logs

View connection information for traffic within your VCN
/Keeps detailed records of every flow that passes through your VCN and presents R

this data for analysis
» Source and destination of the traffic

________________________

» Quantity of traffic S—
» Permit or Deny action taken | o
B

(| .
Information can be used for: ; |
> Network monitoring Eeaaa

. 1 Oracle Services Network
» Troubleshooting T @
> Compliance RS
\ Source Rule  Stateless Source
10.0.1.0/24 Ingress No 10.0.2.0/24
10.0.3.0/124
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Ll o o O TRREEINTTSEAREST
OCI Compliance: Current Audit Programs

AZTRN
Iso EPrlvacy Shield
‘ Framework
SOC1:5S0C2:S0C3 27001: 27017 : 27018 Self-Assessment US Privacy Shield

HM Government m
G-Cloud 11

Supplier oo

@ FedRAMP Vlzj’( X3

DoD DISA SRG IL2 Moderate - Agency ATO VPAT - Section 508 G-Cloud 11 - UK Model Clauses - EU

A = DSS -
¢ = FIEC LIS

HIPAA PCI DSS FISC - Japan IG Toolkit - UK
* General * f“d; :fel i Sacimi !9? ” National Cyber
P n i & for Information Security 7 o
A e nsax vl f e
ENX ASSOCIATION

PIPEDA - Cyber Essentials My Number - Cloud Security
GDPR - EU BSI C5 - Germany TISAX - Germany Canada Y Plus - UK Japan Principles - UK




Autonomous Database | Security Features

Encryption

Transparent Data
Encryption

Backup
Encryption

SQL*Net

Encryption
Wallet Rotation
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System & Data

Access Control Protection

Access Control Lists Database Vault

High Privileges

Private Endpoints Reztrictions

Network Security SQL Command
Groups* Restrictions
Self Patching

Sensitive Data

Oracle Label
Security

Data Redaction

Data Safe
Data Masking

Auditing

— Database Auditing

— APl Audit Logs*

— VCN Flow Logs*

* OCl Security Features

o
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33%

of security breaches occurred
after the CVE was published”

On-Premise

No Downtime » Downtime Restrictions
Applied Immediately » Takes Long Time
No Customer Interaction » Human Resources

*Verizon - 2018 Data Breach Investigation Report

o
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Security is Shared Responsibility

Network security and monitoring
OS and platform security
Database patches and upgrades
Data encryption by default

Adminstrative separation of
duties

Oracle Responsibility

38 © 2020 Oracle

Ongoing security assessments
Users and privileges

Sensitive data discovery

Data protection

YV VWV V V V

Activity auditing

Tools provided by Oracle




Autonomous Database | Security Features

Encryption

Transparent Data
Encryption

Backup
Encryption

SQL*Net
Encryption

‘ Wallet Rotation
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Access Control

System & Data
Protection

‘ Access Control Lists ‘ Database Vault

o

h

Private Endpoints *

Network Security
Groups*

High Privileges
Restrictions

SQL Command
Restrictions

Self Patching

Sensitive Data

Oracle Label Security

Data Redaction

Data Safe

‘ Data Masking

8 d

Auditing

API Audit Logs*

VCN Flow Logs*

ol ot o

* OCl Security Features

Database Auditing

o
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Further Reads

https://blogs.oracle.com/cloud-infrastructure/getting-up-to-speed-on-using-private-endpoints-for-autonomous-
database-with-shared-exadata-infrastructure

https://blogs.oracle.com/oraclemagazine/getting-started-with-autonomous-database-security
https://blogs.oracle.com/oraclemagazine/autonomous-and-secure
https://www.oracle.com/a/ocom/docs/database/oracle-autonomous-database-strategy-wp.pdf

https://www.oracle.com/a/ocom/docs/dc/us44350118.pdf




QA

1
[ sinan.petrus.toma@oracle.com ]
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Thank you

Sinan Petrus Toma
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